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1. Law, bricks and the time machine?

Legal rules are not bricks falling out of 
the blue on our heads.

Lacking, inadequate or inefficient 
rules may hinder technological 
innovation, deployment and usage



1. Regulating R&AI for businesses & consumers

• Need for adequate incentives

• High technical complexity

• High speed evolution

• High and diffuse social impacts

• Functional approach

• Risk management

• Collaborative governance



1. Contd.

Profound technical 
differences

Similar technological 
traits do not raise the 
same ELSE issues

Same issue may require 
different solutions 

case-by-case 
approach

Devise the right 
incentives based 
on desirability

Identify the societal 
impact of single 
applications

Functional 
approach
Three different
steps required:

1. Technological
2. Ethical/Policy
3. Legal



1. Contd.

• Collaborative governance

• Bottom-up regulation 

• Private-public collaboration

• Combination of hard law and soft law

Eg: consultation, feedback on impact assessment instruments, 
standardization, certification, accountability, X-by design rules, 
codes of conducts

• Risk management approach

• Focus on ex ante risk identification, assessment, mitigation, 
prevention, not just ex post sanctioning and compensation
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2. Regulating Robotics and AI in Europe

Regulating R&AI for businesses 
and consumers
• Provide a necessary framework
• Allow distribution of new R&AI 

products, providing adequate 
incentives 

• Ensure high quality products 
inspired by EU values and 
principles (also: EU brand)

• Uniform regulation



2. Regulating Robotics and AI in Europe

European Commission, Communications of 25 April and 7 December 
2018 “Artificial Intelligence for Europe” – ethical secure and cutting 
edge AI made in Europe 

• increase public and private investments in AI to boost its uptake

• prepare for socio-economic changes

• ensure an appropriate ethical and legal framework to strengthen 
European values



Regulating Robotics and AI in Europe

Responsible competitiveness

Ethics as the core pillar for developing a unique approach to AI, aiming 
to benefit, empower and protect both individual human flourishing and 
the common good of society

High-Level Expert Group on Artificial Intelligence (AI HLEG)

• AI Ethics Guidelines

• Policy and Investment Recommendations. 
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3. Human-centric AI

• Maximize benefits

• Preventing and minimizing risks

Human-centric AI

used in the service of 
society and the common 
good, to improve human 
welfare and freedom



3. Trustworthy AI

Trustworthy AI

• Lawful: complying with all applicable laws and regulations

• Ethical: ensuring adherence to ethical principles and values

• Robust: perform in a safe, secure and reliable manner, both form 
technical and a social perspective, with safeguards to foresee and 
prevent unintentional harm



3. Ethical Guidelines



3 Foundations of Trustworthy AI –
Fundamental Rights

Fundamental rights as moral and legal entitlements

• Respect for human dignity

• Freedom of the individual 

• Respect for democracy, justice and the rule of law

• Equality, non discrimination and solidarity

• Citizens’ rights



3. Foundations of Trustworthy AI – Ethical 
Principles
Ethical principles

• Respect for human autonomy (self determination)

• Prevention of harm (dignity and mental and physical integrity)

• Fairness (and not deception)

• Explicability



3. Requirements

1. Human agency and oversight

• Fundamental rights

• Human agency

• Human oversight

2. Technical robustness

• Resilience to attack and security. 

• Fall-back plan and general safety. 

• Accuracy

• Reliability and reproducibility



3. Requirements

3. Privacy and data governance

• Privacy and data protection

• Quality and integrity of data 

• Access to data 

4.  Transparency 

• Traceability

• Explainability

• Communication



3. Requirements

5.  Diversity, non-discrimination and fairness 

• Avoidance of unfair bias

• Accessibility and universal design

• Stakeholder Participation 

6.  Societal and environmental well-being

• Sustainable and environmentally friendly

AI

• Social impact

• Society and Democracy



3. Requirements

7.  Accountability 

• Minimisation and reporting of 

negative impacts

• Auditability

• Minimisation and reporting of 

negative impacts

• Trade-offs

• Redress



3. Methods of implementation

• Technical methods

• Architectures for Trustworthy AI

• Ethics and rule of law by design (X-by-design) 

• Explanation methods

• Testing and validation

• Quality of Service Indicators



3. Methods of implementation

• Non technical methods

• Regulation

• Codes of conduct

• Standardization

• Certification

• Accountability via governance frameworks

• Education and awareness to foster an ethical mind-set

• Stakeholder participation and social dialogue

• Diverse and inclusive design team



3. Trustworthy AI Impact assessment



3. Contd.



3. Ethics guidelines – Key Findings

• Develop, deploy and use AI systems in a way that adheres to the 
ethical principles of: respect for human autonomy, prevention of 
harm, fairness and explicability. Acknowledge and address the 
potential tensions between these principles. 

• Pay particular attention to situations involving vulnerable groups
(children, persons with disabilities and others that have historically 
been disadvantaged or are at risk of exclusion) and to situations 
characterised by asymmetries of power or information (E2e, B2c)



3. Contd.

• Acknowledge that, while bringing substantial benefits to individuals 
and society, AI systems also pose certain risks and may have a 
negative impact, including impacts which may be difficult to 
anticipate, identify or measure (e.g. on democracy, the rule of law 
and distributive justice, or on the human mind itself.) Adopt adequate 
measures to mitigate these risks, proportionately to their magnitude.

• Ensure that the development, deployment and use of AI systems 
meets the 7 key requirements

• Consider technical and non-technical methods to ensure the 
implementation of those requirements 



3. Contd.

• Foster research and innovation to help assess AI systems and to 
further the achievement of the requirements; disseminate results and 
open questions to the wider public, and systematically train a new 
generation of experts in AI ethics. 

• Communicate, in a clear and proactive manner, information to 
stakeholders about the AI system’s capabilities and limitations, 
enabling realistic expectation setting, and about the manner in which 
the requirements are implemented. Be transparent about the fact 
that they are dealing with an AI system. 

• Facilitate the traceability and auditability of AI systems, particularly 
in critical contexts or situations. 



3. Contd.

• Involve stakeholders throughout the AI system’s life cycle. Foster 
training and education so that all stakeholders are aware of and 
trained in Trustworthy AI. 

• Be mindful that there might be fundamental tensions between 
different principles and requirements. Continuously identify, 
evaluate, document and communicate these trade-offs and their 
solutions. 



3. Contd.

• Adopt a Trustworthy AI assessment list when developing, deploying 
or using AI systems, and adapt it to the specific use case in which the 
system is being applied. 

• Keep in mind that such an assessment list will never be exhaustive. 
Ensuring Trustworthy AI is not about ticking boxes, but about 
continuously identifying and implementing requirements, 
evaluating solutions, ensuring improved outcomes throughout the 
AI system’s lifecycle, and involving stakeholders in this. 
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5. Why complying with the EG?

“I want Europe to strive for more by grasping the opportunities from 
the digital age within safe and ethical boundaries.[…] In order to 
release that potential we have to find our European way, balancing the 
flow and wide use of data while preserving high privacy, security, safety 
and ethical standards. We already achieved this with the GDPR, and 
many countries have followed our path. In my first 100 days in office, I 
will put forward legislation for a coordinated European approach on the 
human and ethical implications of Artificial Intelligence. This should also 
look at how we can use big data for innovations that create wealth for 
our societies and our businesses.[…]”

European Commission President-elected Ursula von der Leyen



5. Possible further EU action

• Clarification of the guidelines

• Standardization

• Legislation on transparency of decision-making systems

• Sector specific legislations (e.g. health sector, face recognition)



5. Contd.

• Front runner in current legislative trend

→ Time and resources to plan future compliance

• Instrument for collaborative governance 

→Feedback in piloting phase

https://ec.europa.eu/futurium/en/ethics-guidelines-trustworthy-
ai/register-piloting-process-0

https://ec.europa.eu/futurium/en/ethics-guidelines-trustworthy-ai/register-piloting-process-0


5. Why complying with the EG?

• Competitive advantage

→Ethical compliance as a fundamental asset of the product 
developed/deployed/used

→Increase in market reputation

• Risk-management support

→ Accountability helps preventing risk materialization, thus limiting 
(not shielding from) liability and drop in market reputation

→ Tools for ensuring compliance with legal rules consistent with such 
principles (e.g. GDPR)



3. However….

Ethics is an used as an instrumental 
concept: its purpose is to make AI 
acceptable and usable

In order for AI to be trustworthy 
other components are required:

• Lawfulness: compliance with 
extant regulation

• Robustness: in a technical and 
social perspective

Ethics cannot be used as a 
tool to add elasticity to the 
legal system, to keep it at 
pace

Mixes different level of 
analysis, causing 
uncertainty: legal 
compliance is not directly 
linked to ethics
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Industry 4.0 Innovation 
Boot Camp

Pisa, 28-30 November
https://www.eura.santa
nnapisa.it/bootcamp

Applications are open!

https://www.eura.santannapisa.it/bootcamp

